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This material is for informational purposes only and
should not be regarded as a recommendation or an

offer to buy or sell any product or service to which this
information may relate.

Certain products and services may not be available to
all entities or persons. Past performance does not
guarantee future results.
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What is an Insider Threat?

Malicious

2 1 . 6% of Incidents!

& Fraud

“ Intellectual Property Loss

:% Sabotage or Destruction

1Study by Ponemon Institute in Sep 2016
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Negligent

7 8 . 4% of Incidents!

@ Accidental
@ Phishing
@ Shared/Stolen Credentials
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Network Proxy

Phishing
Awareness

@ b

Data Loss Prevention

Use Cases From Prior
Investigations

=0
Access Privileges

Physical Security
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Threat

Outbound External Email

Weighted
O VPN Final

Score

Internal Phishing

Non
Identified Threat Web Proxy

Easily Scalable Separate Scores by Data Source Weighted Ensemble Approach to Scoring
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*Distributions are representative of actual data, but numbers are anonymized
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Loss Magnitude

*Distributions are representative of actual data, but numbers are anonymized
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Insider Threat Score Loss Magnitude Insider Threat Score Loss Magnitude
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25 Connection Failures in the last month 5 Connection Failures in the last month

83 Job Searches in the past day

32 File Sharing web pages visited in the past week 2 Blocked Emails in the past week

10 Email Attachments blocked in the past 6 months
14 Cybersecurity Policy Violations in the past 6 months

293 Files Loaded to USB in the past quarter
2 Email Attachments blocked in the past week

1 Internal Phishing Training Email opened in the past year 2 Internal Phishing Training Emails reported in the past year

*Distributions are representative of actual data, but numbers are anonymized



Actionable Intelligence ANALYTICS FRONTIERS CONFERENCE 2018

MARCH 21, CHARLOTTE

30.0%

25.0%

“Blocked Bobby”
0,
20.0% $2.4 million

“Joey Jobsearch”

15.0%

$2.1 million

10.0%

Percent of Employees

5.0%

0.0%

\ \ f—

I S T ST S S S S S SE N N NP NN NP N NP NP N SR NP NN N
DR FFIFFSIEFTFSITFTEETTITNNFNTSSDT NSNS NG
O o o O - M= i ° S LS S G I A L I S I SN S S S A LA S A A ™A

Loss Magnitude

*Distributions are representative of actual data, but numbers are anonymized
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Insider Threat and Detection Teams can Collaborated with Cyber Risk team for

use scores to prioritize incidents Projected Loss

Quantifiable value of the Insider Threat Actionable intelligence was identified &
Program escalated to the Insider Threat team
Matures Cybersecurity Investigations and Process is robust and allows for easy tuning
Operations or additions of new data sources

Provided new exploratory information
about Insider Threat data sources
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Algorithms are trained predominantly with negative Complete dashboard visualizations for
behavior. Opportunity to incorporate positive L
attributes in future tuning efforts. Investigations

'] 7

Structured and unstructured data stored in energjce Harm.'A!O'“ty SCOres ba.sed on the

) capability (permissions and exceptions) of employees
disparate data sources otential for impact to the company

Managing scope Incorporate additional data sources to further
gIng Scop improve the accuracy of the Insider Threat score
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25 Cennection Failures in the last month

77 Job Searches in the past day
XY 22 File Sharing websites visited in the past week

Data Loss 10 Email Attachments blocked in the past 6 months
Prevention 14 Cybersecurity Policy Violations in the past & months

Internal
Phishing 1 Internal Phishing Training Email opened in the past year
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Questions?
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